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MonuTtuka nHgopmaumoHHon 6e3onacHOCTU onpeaenseT OCHOBbI CETEBOW MOSNIUTUKU U
MHPOPMALMOHHOM KOMMbIOTEPHOM 6e3onacHOCTU, NOPSAOK AOCTyNa 1 npasuna paboTbl
nonb3oBaTenen nepcoHasnbHbIX KOMMbLIOTEPOB C pecypcammn fiokanbHOM CEeTU U
rnobanbHom kKomnbloTepPHOM ceTn VIHTepHeT B brig-voyage.by (OOO bpur-

Bosx) (nanee — opraHusauus).

HacTtoswas MNMonutunka paspaboTtaHa B COOTBETCTBMM CO CneayoLwmMMmmn HopMaTUBHbIMU
NPaBOBbIMN N UHBIMW aKTaMM:

3akoHom Pecnybnukn benapyck ot 10 Hos16psa 2008 r. No 455-3 «O6 nHdpopmaumn,
NHpopmaTnsaumm n 3awmTe MHopMaLny;

3akoHom Pecnybnukn benapyck ot 7 masi 2021 r. No 99-3 «O 3awwmrte nepcoHanbHbIX
AAHHbBIX»;

NpYKa3oM onepaTUBHO-aHaNUTUYeCcKoro ueHTpa npu MNMpesvaeHte Pecnybnukm
Benapycb oT 20 doeBpans 2020 r. No 66 «O mepax no peanusaumn Ykasa lNpesungeHTta
Pecnybnukn Benapycb o1 9 nekabpa 2019 r. No 449y;

NprvKasoM onepaTUBHO-aHaNUTUYecKoro ueHTpa npu MNMpesnaeHte Pecnybnukm
Benapycbk oT 12 Hos16psi 2021 r. No 195 «O TexHun4eckor 1 KpuntTorpaduyeckom
3almnTe NnepcoHanbHbIX AaHHbIX».

NMABA 1 OBLLUUE MNMOJIOXEHUA

1.1. Cucrema nHpopmMaumnmoHHoN 6e30MNacHOCTM Kak OpraHn3oBaHHasi COBOKYMNHOCTb
crneunarnbHbIX CPeacTB, MepPONpUATUIA, NpeaHasHavYeHa ons:

NPOrHO3NpPOBaHUS, CBOEBPEMEHHOIO BbIABINEHUS U YCTPaHEHUS Yrpo3
npodeccnoHanbHO 3Ha4YMMbIM pecypcam U MHPOPMaLMOHHBIM CUCTEMaM OpraHM3aumm
Ha OCHOBE MPaBOBbIX, OPraHN3aUNOHHbIX N MHXEHEPHO- TEXHUYECKNX Mep, a TaKxe
cpencts obecneyeHuns 3awuThl;

MUHUMM3aUmK yulepba 1 onepaTMBHOrO BOCCTAHOBIIEHUS NPOrPaMMHbIX U annapaTtHbIX
cpeacTs, MHopmaLmu, NoCTpagdaBLUMX B pe3yfibTaTe KPU3UCHbIX CUTYyaL WK,
BbIsiBIIeHNE NPUYNH BO3HUKHOBEHUS TakKUX CUTYauun U MPUHATUE COOTBETCTBYIOLLNX
Mep Mo UX NPeaoTBPaLLEHNIO;

noeHTUUKaunMn n perrnamMmeHTaumm gocTyna K ceTeBbiM pecypcam, B TOM YUCHe K
pecypcam rrnobanbHOn KoMMboTEPHON ceTU VIHTEPHET;

npegoTBpaLleHns KpUTUYECKMX NoCrneacTBMM HECAHKLMOHMPOBAHHOIO
pacrnpoCTpaHeHusi, YHUHTOXEHUS, UCKaXKEHNSA, KOMMPOBAHNA OAHHbIX;



cbopa, xpaHeHus 1 aHanu3a gaHHbIX 06 UCMOoNb30BaHUM CETEBbLIX PECYPCOB U
CepBMCOB, NpefoCTaBNeHNs COOTBETCTBYHOLLEN CTAaTUCTUYECKON MHOpMaLUU.

1.2. KOHTpOnb 3a UCNOSTHEHMEM MEPONPUATUIA NO MHGOPMAaLMOHHOK 6e3onacHOCTU B
opraHvM3auumn ocyLecTBASeT QUPEKTOoP.

1.3. CoTpyaHMKN OpraHn3aumm HeCyT JIMYHYIO OTBETCTBEHHOCTb 3a cobnoaeHne
npasun nHPopMaLUmMoHHOM Be3onacHOCTH, onpeaensieMblX HACTOALLMM NOSNOXEHNEM.
OTBeTCTBEHHOCTb 3a obecrneyeHne BbiNONHEeHNA HacTosLwen MNonnMTUKN B CTPYKTYPHbIX
nogpasgeneHusix BosnaraeTcs Ha pykoBoauTenen aTux nogpasgesieHun.

MMABA 2

OPIrAHU3ALUUA CUCTEMbI UHPOPMALIMOHHOWU BE3ONACHOCTHU

2.1.B nokanbHOM ceTn opraHM3aunmn co3gaHbl criegyrouime Hen3onMpoBaHHbIe
CEerMeHTbl:

CErMeHT fIoKanbHOWN ceTn B Npeaenax kKabuHeToB COTPYAHUKOB yNpaBneHus
Byxrantepckoro yyeta n (oMHaHCOB, HE UMELLNIN NOAKIIOYEHNA K OTKPBbITOMY KaHany
nepegadun JaHHbIX;

CErMeHT NoKanbHOM ceTu B npeaenax pabovnx MecTt COTpyAHMKOB Ans obMeHa
HeobxoANMbIMM OaHHBbIMU NPU BbINOSTHEHNUM CBOUX OOSMKHOCTHbLIX 0693aHHOCTEN,
NOAOKITHOYEHHbIN K OTKPbITOMY KaHany nepegadn gaHHbIX.

NHMpopMaLMOHHbIE MOTOKN CErMEHTOB JTIOKaflbHOW CETU, UMetoLME NOOKITIOYEHNE K
OTKPbITbIM KaHanam nepegayvv gaHHbIX, PerysimpytoTcs cepBepHbIM MPporpamMMHbIM
obecneyeHunem.

2.2. B cOOTBETCTBMM C NPUKA30M MO OpraHn3auum CocTaBrieHbl akTbl OTHECEHMS
NHPOPMALMOHHBIX CUCTEM K KIacCy TUNOBbIX MHPOPMALMOHHBIX CUCTEM:

2.2.1. Knacc 4-uH (M HpOopMaLMOHHbIE CUCTEMBI, B KOTOPbLIX O6pabaTbiBatoTCs
nepcoHanbHble AaHHble, 3a UCKMIOYEHMEM crneunarbHbIX NEPCOHaNbHbIX AaHHbIX, U
KOTOpble HE MMEIOT MNOAKIMYEHUN K OTKPbITLIM KaHanam nepegayv gaHHolx) — Cuctema
COMPOBOXAEHUSA OeATENbHOCTM OpraHm3aLumm:

-nporpammHoe obecneyveHne «MC: 1C 8 byxrantepusy»;

2.2.2. Knacc 5-4acTtH (MHpopMaunoHHbIe 6asbl, HEroCy4apCTBEHHbIE
MHPOPMaLMNOHHbIE CUCTEMBI, B KOTOPbLIX OBpabaThiBaeTcs 0bLen0oCTynHas
nHdopMauus (B ToM vncne obLlefoCTynHbIE NePCOHarbHbIE AaHHbIE) U KOTOPbIE
NOAKMNOYEHbI K OTKPbITbIM KaHanam nepegayn aHHbIX:

odmumanbHbIn cant brig-voyage.by;

2.3. OpraHusaumsa n obecrneyeHme aPekTUBHOCTU PYHKLMOHNUPOBAHUS CUCTEMbI
MHOpMaLNoHHOM B6e30MacHOCTM B OpraHn3aumm BosnaratTcs Ha agnpektopa. OyHkumnm
onepaTMBHOro yrnpaBeHUs TEXHUYECKMMU pecypcaMn CUCTEMbI 3aLUTbl MHGOpMaLmm
BO3MaralTca Ha ANpeKTopa.

2.5. YNONHOMOYEHHbIN COTPYOHMK MMEET NpaBo MO COrnacoBaHuo C AUPEKTOPOM
NPOBOAUTL CreumanbHble TEXHUYEeCKMe MepPonpUATUSA AN BbIABNEHUS NOMbITOK
nospexaeHns obopyaoBaHuns, B3noMa NnporpaMmmMHoOro obecneveHus n
HeCaHKLMOHMPOBAHHOMO 4OCTYMNa K pecypcam fiokarnbHOM ceTn Unu rnobanbHom
KOMNbOTEpHOU ceTn VIHTepHeT.

2.6. YNONHOMOYEHHbIN COTPYAHWUK 00s13aH:

3HaTb M NPaBUSIbHO UCMONb30BaTb CEPBEPHOE NporpammMmHoe obecneyeHune, annapaTHo-
nporpaMmHble CpeacTBa 3alnTbl MHOpMaumm 1 obecneynBaTb COXPaHHOCTb
NHPOPMALMOHHBIX PECYPCOB C MOMOLLIbIO 3TUX CPEACTB;

obecneunBaTtb 6ecnepeborHyto paboTy OCHOBHbLIX CETEBbLIX CEPBUCOB, MPON3BOAUTL
HeobxoMMble HAaCTPOMKN U KOPPEKTUPOBKM CEPBEPHOIO NPOrPaMMHOro obecneyeHuns;



OCYLLECTBNATb perynsipHbIi MOHUTOPUHT NapaMeTpoOB COCTOAHUS NOKanbHOW ceTw,
obecneunBatb ee 6ecnepeboriHoe PyHKLNOHNPOBAHME;

BbINOJSTHATbL YCTAHOBKY U perynapHoe 0OHOBEHe aHTUBUPYCHbLIX NPOrpamMM, UHbIX
NporpaMmHbIX CPeacTB, Heobxoanmbix Anga 6e3onacHoro goctyna K rnobansHoOM
KOMMbloTEepHOM ceTn VIHTepHeT;

TecTnpoBaTb paboyme CTaHLMM NOKanbHOW CeTU Ha NpeaMeT Hannynsa Bpe4OHOCHbIX
nporpamm;

OCyLLeCTBNATbL cOOp M aHann3 cepBepPHbIX NPOTOKONMPOBAHHbIX AaHHbIX O
BbINOSTHEHHbIX NOAKMIOYEHUSX U UCMONb30BaHUN PecypCcoB rnobanbHOM KOMMbLITEPHOM
cetn NIHTepHeT, obecneynBaTb XpaHeHMe COOTBETCTBYHOLLEN CTAaTUCTUYECKOWN
MHopMauun B Te4EeHNe KaneHgapHoro roaa;

KOHCYNbTUPOBATb U OCYLLECTBNATb TEXHUYECKYIO NOAAEPXKKY Norb3oBaTenen no
BOMpOCaM UCNoJSIb30BaHMS CETEBbLIX PECYPCOB U CEPBUCOB;

coobuiaTb pyKOBOACTBY O BbISIBMIEHHbLIX (hakTax NPUMEHEHUs Nonb3oBaTeNAMM
NPOrpaMmMHbIX NPOAYKTOB, MPUBOAALLMNX K CO0SM B paboTe KOMMNbIOTEPHOIO U/unn
ceTeBoro obopynoBaHud, npegHasHa4vyeHHbIX 4151 HECaHKLMOHUPOBAHHOIO A0CTYyNa,
MoaudmKaumm, paspyLLueHns MH(pOpMaLMOHHbIX PECYPCOB.

2.7. Ansa kaxxgoro nepcoHanbHOro KOMnNbTeEpa B NogpasaeneHnsax opraHmsauum
onpegensieTcs OTBETCTBEHHOE MMLIO U3 LUTATHOrO CoCTaBa COOTBETCTBYHOLLMX
nogpasgeneHuin. Ha Bcex nepcoHasnbHbIX KOMMbIOTEPAX OpraHn3aumMm HacTPOEH TUM
Yy4YETHOM 3anncu ¢ NaposibHOM 3aLlMTON, BKITIOYEHO BEEHNE CUCTEMHOIO XypHana
cobbITUN.

NMABA 3

TEXHUWYECKUE MEPONPUATUA NO OBECMNEYEHUIO MHOOPMALIMOHHOW
BE3O0IMNMACHOCTHU

3.1.BHewHnin n VPN kaHanbl nepefayun gaHHbIX NpeaocTaBnAnTCA opraHn3aunm Ha
AOroOBOPHOW OCHOBE Yepes nposargepa, UMeLEro JIMLEH3UN Ha OCYyLLEeCTBIEHNE
COOTBETCTBYHOLLMX BUOOB OEATENBHOCTU C y4ETOM BCEX TpeboBaHui
3aKkoHoAaTeNbCTBa, B TOM yucre TpeboBaHuin MHpopMaunmoHHon 6esonacHocTu. [ns
ceTeBoro ob6opyaoBaHnsa cpasy nocrie yCTaHOBKM OCYLLIECTBIISIETCSH CMEHA PEKBU3NTOB
A0CTyna K (PyHKUUAM ynpaBrieHUs1 U HACTpoKrKaM, YCTaHOBMEHHbIM MO YMOMYaHUIO.
3.2. NepcoHarnbHble KOMMbITEPLI 3aKPENNAKTCA B NOMELLEHNAX OpraHM3auunmy 3a
onpeaeneHHbIMN paboTHUKaMN U MOEHTUULNPYIOTCA B NTIOKaNbHOW CETU Ha
OCHOBaHMN oMKCupoBaHHbIX IP- agpecos.

3.3. MgeHTndukauma nonb3oBartenen cetn obecneyeHa cpeacreamm onepaumoHHbIX
CUCTEM, YCTAHOBIIEHHbIX Ha YCTPOMCTBax nornb3oBartenen. AyteHTudukaums
nosnb3oBartesnien obecnednBaeTcss MOgyNAMM aBTopM3aunmn MHEPOPMALNOHHBLIX CUCTEM,
NCNonb3yeMbiX B OpraHusauum.

3.4. NpuMeHeHne cneumnanmaMpoBaHHOrO NporpaMMHoOro obecnevyeHns goctyna
nonb3oBaTenien nokanbHOM cetTu B rnobanbHON KOMMNbOTEPHON ceTn HTEepHET
paspellaeTcst TONbKO Yepes3 BHYTPEHHUIN KOHTPONMPYEMbI MPOKCU- cepeep
opraHusauuu.

3.5. OnpegeneH MUHMManNbHbIN NepeYeHb pas3peLleHHoro NporpaMMHoro obecneyeHms
N pernameHTMpPoBaH NOpPsiAoK ero yCTaHOBKM U UCMONb30BaHUA:

Microsoft Windows;

Microsoft Office;

Cuctembl aHTUBUPYCHOWN 3aLLMThI;

nporpammHoe obecneveHne «NC: 1C 8 byxrantepusy;

3.6. O6bMeH nHpopmMaumen mexay nNonb3oBaTeNnsaMm NokKasbHON CETU OCYLLECTBISETCH
NocpenCTBOM CETEBbIX ANCKOB C HACTPOEHHbLIMW NpaBamu A4oCTyna.

3.7. docTtyn nonb3oBaTtenen K pecypcam rnobanbHON KOMMIbITEPHOM ceTu NHTepHeT



pernameHTUpyeTcst NPOKCU-cepBepoM. JTO NO3BONSAET 3a4aBaTb HeobxoaMMble
paspeLLeHns no ckopoctn, obbemMy Tpadumka n BpemMeHn JocTyna, ycTaHaBnNnBaTb
3anpeTbl Ha noceleHne onpeaeneHHbIX pecypCcoB.

3.8. Bce ceaHcbl Bbixoga B rnobanbHy KOMNbOTEPHYO ceTb VIHTEpHET hukcnpytoTcs
B fiorax npokcu-cepsepa. [ins aHanusa n o6paboTku NoroB Ha cepeepe
yCTaHaBMMBaEeTCs cneumannanpoBaHHoe NporpammHoe obecrnedenume.

3.9.Ha cepBepax opraHmM3aumnmn HaCTPOEH aBTOMAaTM3MPOBaHHbIN COOP U XpaHeHne
NHpopmauumn o cobbITUAX MHpopMaLnoHHON 6e3onacHOCTU B BUAE NPOTOKONa
CepBEPHbIX NTOroB, PErMCTPUPYIOLLNX OBpaLLeHns K cepBepy U BO3HUKatoLMe npu 3ToM
owmnbkn, norn 6a3 gaHHbIX, OMKCUMpYyoLmMe 3anpockl K 6a3am AaHHbIX, 0T
aBTOpU3aLUN N ayTeHUKaLmnK.

3.10. He pexe ogHoro pasa B MecsiL, NpOBOAUTCS aHanu3 u onepatmeHas
KOPPEKTUPOBKA CMMUCKOB paspeLLeHnin Ha JocTyn K VIHTepHeT-pecypcam, NpoBOANTCSA
aHanu3 COCTOSAHMS NOKaNbHOW CEeTU, BbINOSTHAKTCA NpodunakTnyeckme paboTbl.

3.11. No mepe HeobxoaMMOCTM OBHOBNAOTCS ONepaUNoOHHbIE CUCTEMBI,
KOPPEKTUPYHOTCA METOANKN NUCMONb30BaHUS CEPBEPHOIO, CUCTEMHOIO 1 aHTUBUPYCHOTO
nporpaMmmHoro obecneveHums.

FMABA 4

NMPABUITIA UH®OPMALIMOHHON BE3OMNACHOCTHU

4.1. PasrpaHnyeHune goctyna COTPYyaHUKOB OpraHn3aumm K o6bektam
MHOPMaLNOHHOM ceTn onpeaeneHo JOMKHOCTHBIMU MHCTPYKUMSMWN U SOMOMHUTENTbHO
TEXHUYECKN peanuayeTcs C NMOMOLLbIO NPorpaMMHOro obecneyeHnsa cepeepoB
opraHusauuu, nonuTuk IP-agpecaunn n y4eTHbIX 3anncen nonb3oBaTenen.

4.2. COTpyaHVKM OpraHnsauum MMerT npaeo:

NoSIb30BaTbCA JIOKaNbHLIMU CETEBLIMU pecypcamMn 1 pecypcamu rrnobansHom
KOMMbIOTEPHON ceTU VIHTEpHET ANA BbINOMIHEHNS CBOUX AOSMKHOCTHbLIX 06s13aHHOCTEN;
obpalaTbca 3a MOMOLLbIO K YNONTHOMOYEHHOMY COTPYAHWKY MO BONpocam,
BO3HMKAIOLLMM NPU UCNOSTb30BaHMM CETEBbIX PECYPCOB N CEPBUCOB;

BHOCUTb NPearioXKeHUs No ynyylweHuo paboTtbl ceTu.

4.3.CoTpyaHVKM opraHmnsaumm o64a3aHbl:

cobniogatb TpeboBaHnsa 3akoHogaTenscTBa Pecnybnuku benapych n HacToswen
MonuTtuku npu paboTte ¢ ceTeBbIMU MHOPMALMOHHLIMWU pecypcamu;

MCNonb30BaTb PECYPChI N CEPBUCHI FNoBanbHOM KOMMNbIOTEPHON CeTU HTEPHET TONbKO
A1 BbINOSNIHEHUS CNYXeBHbIX 06593aHHOCTEN;

B criydae obHapyXeHusi Bpe4OHOCHbIX NporpamMm, HeCTaHAAPTHOMO NoBeAEeHUS
NONb30BaTENbCKNX NPUNOXEHUIN, BOSHUKHOBEHMW HELLTATHbIX CUTyaLuumi B paboTe
KOMMbIOTEPHbIX CUCTEM HEMeEHHO coobLaTtb 06 3TOM B LEHTP MHAOPMALNOHHbIX
TEXHOIIOrnN.

4.4. CoTpyaHvKam opraHmsaumm sanpeLlaeTcs:

MCNONb30BaTh rnobanbHy0 KOMNBIOTEPHYO ceTb NHTEPHET Ha KOMMbOTEPAX, rae
XpaHuTcs n obpabaTtbiBaeTcsl KOHUAEHUNANbHasa cnyxebHas nHgopmauus;
NoaKItYaTbCs K rnobanbHON KOMMLITEPHOW ceTU MHTEPHET, MCNOMb3ys KOMMbITEP
opraHusauun, Yepes HecnyxebHbl KaHan gocTyna — MobunbHOEe YCTPONCTBO, MOLEM U
apyrne yCcTpomucTBa;

aonyckaTtb K paboTe 3a KOMNbITEPOM MOCTOPOHHUX NNLL;

Npv NOAKMYEHUN K rnobanbHOM KOMMNbIOTEPHON ceTu VIHTepHET 06X0ANTb YYETHYHO
CUCTEMY, CUCTEMY CTATUCTUKK, NOBpEXAaTb NN Se3NH(OPMMPOBaTb UX;
OCYLLEeCTBNATb MOMbITKW HECAHKLMOHNUPOBAHHOMO LOCTYMNa K pecypcam, NpoBoaAnUTb
ceTeBble aTaku U CeTeBOW B3SIOM UIM y4acTBOBATb B HMX; UCMOMb30BaTb NPOrpaMMHbIe
NpOoAyKTbl, PpeCypcChl rnobanbHON KOMMNbIOTEPHON CeTu VIHTEpHET, NpegHa3Ha4YeHHbIe



ANSA COKPbITUA AEUCTBUI NoNb3oBaTeneu;

pacnpocTpaHATb B rnobanbHOM KOMNbIOTEPHOW ceTn VIHTEepHET HenpoBEpPEHHbIE NN
3aBeOMO NOXHbIE AaHHble, NH(OpMaLUIO, YHUXKAKOLLYHO YECTb N JOCTOUHCTBO
rpaxkgaH, a Takke cBeaeHust cnyxebHoro xapakrepa 6e3 paspelueHns pyKoBOANTENS;
yCTaHaBnMBaTb Ha KOMMbIOTEP NporpamMmHoe obecneveHne, NpUHUMaTb NPeasIoKeHns
no o6HOBMNEHMIO NporpaMMHOro obecneyeHns N3 HeMNPOBEPEHHbBIX PECYPCOB
rnobanbHOM KoMNboTEPHON ceTn VIHTEpHET 6e3 cornacoBaHmns C LLEHTPOM
MHGOPMAaLNOHHBIX TEXHOMOMNW;

NPV NCNONb30BaHUN 3MEKTPOHHbIX MOYTOBbLIX ALLMKOB OTKPbIBATH COOOLLEHUS OT
HenpoBePEHHbIX aipecaToB, OCYLLECTBNATL PaCChIfKy crnama.
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